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DEAR MADAM, DEAR SIR,

We would like to offer you an opportunity to meet top experts in information security and information systems
risk management from both the Czech Republic and abroad at the Information Security Summit (IS2) Conference.
This twelfth annual conference, with its theme “Crisis Plans and Security”, will be held at the Minorite Monastery
of St. James in the centre of Prague on the 25th — 26th May, 2011.

The conference is one of the top events of the year for information security and information systems risk manage-
ment in the Czech Republic. The organisers’ aim is to try to give information security professionals the opportunity
to meet top experts from all over the world and thus facilitate an exchange of information at a top international
level. The compositions of both the programme committee and the list of speakers reflect this aim.

Renowned experts in various areas of crisis management, information security and information systems risk mana-
gement have accepted our invitation and will be attending this conference. Eugene Schultz and Matthew Pemble
will be discussing various aspects of incident management, Danilo Gligoroski, a leading cryptologist, will discuss
bottlenecks in digital signatures, Martin Kas$a from Slovalco, Ondfej Bos from the Ministry of the Interior, and
Jozef Opédleny from Mondi Stéti will discuss their experiences of crisis management. Dennis Kiigler will share his
experiences of introducing new electronic IDs in Germany. During the panel discussion you will be able to discuss
issues concerning data leak prevention.

As in previous years, there will not only be a rich professional programme, but also a pleasant environment for in-
formal discussions with the speakers and the other participants. We will certainly not be leaving out the traditional
evening party and, by moving to a hew venue, the event will also give you the opportunity to see another jewel of
Prague’s architectural heritage.

We are looking forward to seeing you at the conference, an event you will not want to miss.

Yours
X /
Crrr Poro__ ariate, 4
Eva Rackova Daniela Vagngtova

On behalf of the IS2 Programme Committee On behalf of the IS2 Organizing Committee

PROGRAMME COMMITTEE

Eva Rackovd, KPMG CR & DSM (Chairman)
Rudolf Hatika, University of Cambridge
Zden&k Kaplan, Cesk4 pojisfovna & DSM
Vashek Matyds, MU Brno & DSM

Jan Mikulecky, RAC & DSM

Zden&k Riha, MU Brno

Eugene Schultz, Emagined Security
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VAZENA PANIi, VAZENY PANE,

jak se jiz stalo tradicf i letos si dovolujeme Vdm nabidnout piileZitost k setkdni se $pickovymi odborniky na infor-
macni bezpe¢nost a fizenf rizik informacénich systémt z domova i ze zahrani¢{ na konferenci Information Security
Summit (IS2). Dvanécty ro¢nik konference nese podtitul ,,Krizové plany a bezpe¢nost”. Konat se bude v Kldstete
minoritd sv. Jakuba v centru Prahy ve dnech 25. — 26. kvétna 2011.

Pro c¢asopis DSM i odbornou obec jeho predplatiteld a ¢tendfd je tato pravidelnd kvétnovd konference jednim
z vrchold celoro¢nf prace v oblasti informac¢n{ bezpe¢nosti a F{zenf rizik informacnich systémd. Snahou organizé-
tord je umozZnit odborné vefejnosti mezindrodn{ vyménu zkuSenosti v téchto oblastech. Tomu odpovida slozen{
programového vyboru i pfednéSejicich.

[ letos pfijali nase pozvani svétovi odbornici v riznych oblastech informacn{ bezpe¢nosti a fizenf rizik informac-
nich systému. Eugene Schultz a Matthew Pemble budou hovotit o riznych aspektech reakce na incidenty. Danilo
Gligoroski, uznévany kryptolog, ukdZe na nedostatky digitélnich podpist. Martin Ka3Sa ze spole¢nosti Slovalco,
Ondfej Bos z Ministerstva vnitra CR a Jozef Opaleny ze spole¢nosti Mondi Stétf budou prezentovat své zkuenosti
s krizovym F{zenim. Dennis Kiigler se podéli o zkusenosti ze zavddéni novych elektronickych ob¢anskych prikazt
v Némecku. V rdmci panelové diskuse pak budete mit moZnost diskutovat o problémech prevence tniku dat.

Stejné jako v minulych letech se i letos pro Vds budeme snazit vytvotit nejen bohaty odborny program, ale také
pifiemné prostfedi k neformdlnim diskusim s pfedndSejicimi nebo dal$imi Gcastniky konference. Chybét nebude
ani tradi¢ni vecerni setkédni. [ letos bychom Vam rédi ukézali zajimavy praZsky architektonicky objekt.

Na setkdni s Vami se tési

Eva Rackova Daniela Vag
za programovy vybor [S2 za organizacni{ vybor IS2

PROGRAMOVY VYBOR

Eva Rackovd, KPMG CR a DSM (pfedsedkyné)
Rudolf Harika, University of Cambridge
Zden&k Kaplan, Ceska pojisfovna a DSM
Vasek Matyds, MU Brno a DSM

Jan Mikulecky, RAC a DSM

Zdenék Riha, MU Brno

Eugene Schultz, Emagined Security
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PROGRAMME
Wednesday, May 25%* 2011
8:00 — 9:00  Registration, coffee == I« -Systems-
9:00 — 9:30  Opening Ceremony
9:30 - 10:15 Enterprise Amnesia and Data Overload

Jeff Jonas

10:15-11:00 Log Management & Intelligence: Taking Care of What’s Important
Ramses Gallego

11:00 — 11:30  Coffee break and exhibition visits

11:30 — 12:15  Crisis Plans where Minutes are Essential
Martin Kas$a, Libor Siroky

12:15-13:00 The New German Identity Cards
Dennis Kiigler

Lo

13:00 - 14:15 Lunch Mexhraone*

14:15-15:00  Problems of ISO 27001 Matrix Certification
Martin Dvofak, Zora Rihova

15:00 — 15:45 A Recovery Disaster Plan for Primary IT Infrastructure
as a Tool for Shareholder Peace of Mind
Jozef Opaleny

15:45 - 16:15  Coffee break and exhibition visits

16:15 - 16:45 Certain Fundamentals in the Drafting of Crisis Documentation
and the Influence of Crisis Planning on the Operations of an Organization
Ondfej Bos

16:45 - 18:00 Panel Discussion — Data Leakage Prevention in Practice
Tomas Filip, Jifi Manas, Tomas MatousSek
Chaired by: Zdenék Kaplan

19:00 — 22:00  Reception Buffet

INFORMATION
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PROGRAM
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Stfeda 25. kvétna 2011

8:00 — 9:00  Registrace, kdva =« i[* - -Systems-

9:00 — 9:30  Slavnostni zahdjen{

9:30 - 10:15 Podnikova amnézie a zaplava dat
Jeff Jonas

10:15-11:00  Rizeni a analyza logi: feSeni toho, co je podstatné
Ramses Gallego

11:00 - 11:30  Ké4va a vystavka

11:30 — 12:15 Krizové plany kdyZ jde o minuty
Martin Kassa, Libor Siroky

12:15 - 13:00 Neémecké obcanské prakazy
Dennis Kiigler

13:00 — 14:15  Obéd

R
nexhirsOne

THE COMMUNICATIONS EXPERTS

14:15 - 15:00 Problematika maticové certifikace na ISO 27001
Martin Dvofak, Zora Rihova

15:00 - 15:45 Havarijni plan zakladni IT infrastruktury jako nastroj
pro klidny spanek akcionafa
Jozef Opaleny

15:45 - 16:15  Kdva a vystavka

16:15 - 16:45 Nékteré zasady zpracovani krizové dokumentace
a vliv krizového planovani na zajiSténi chodu organizace
Ondrej Bos

16:45 - 18:00 Panelova diskuse — Prevence uniku dat v praxi
Tomas Filip, Jifi Manas, Tomas Matousek
moderdtor: Zdenék Kaplan

19:00 — 22:00  Recepce
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PROGRAMME
Thursday, May 26" 2011
8:00 — 9:00  Registration, coffee == I« -Systems-
9:00 — 9:15  Opening Address
9:15-9:30 Keynote
9:30 - 10:15 The Most Common Mistakes in Incident Response
Eugene Schultz
10:15-11:00 Cryptography for (partially) Compromised Sensor Networks
Petr Hanacek, Petr Svenda
11:00 — 11:30  Coffee break and exhibition visits
11:30 - 12:15 Bottlenecks in Applied Digital Signatures Schemes
Danilo Gligoroski
12:15 - 12:40 'Wiggum in Cyberspace: Legal Issues in Czech and EU Cybersecurity
Radim Pol¢ak
R
12:40 - 14:15 Lunch Mexhraone*
14:15-15:00 Network Monitoring — Tool for Detecting and Avoiding Incident
Pavel Minafik
15:00 - 15:45 Practical Models for Incident Management
Matthew Pemble
15:45 - 16:00  Lottery Draw, Closing Ceremony
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8:00 — 9:00

9:00 — 9:15

9:15 - 9:30
9:30 - 10:15
10:15 — 11:00
11:00 - 11:30
11:30 - 12:15
12:15 - 12:40
12:40 — 14:15
14:15 - 15:00
15:00 — 15:45
15:45 - 16:00

2011 P,RA,G.U,E

PROGRAM

Ctvrtek 26. kvétna 2011

Registrace, kava = = ! - -Systems-
Zahéjen{ druhého dne
Keynote

Nejcastéjsi chyby pfi reakcich na incidenty
Eugene Schultz

Kryptografie pro (Cistecné) kompromitované sensorové sité
Petr Hanacek, Petr Svenda

Kéva a vystavka

Omezeni v aplikovanych schématech digitalnich podpist
Danilo Gligoroski

Vygum v kyberprostoru: Pravni otazky ceské a evropské
kybernetické bezpecnosti
Radim Poléak

Lo

Obéd nexhraone’

THE COMMUNICATIONS EXPERTS

Monitoring sité — prostfedek odhalovani a prevence incidentu
Pavel Minafik

Praktické ukazKky fizeni incidenti
Matthew Pemble

Vylosovdni soutéZe — tombola, slavnostni zakoncen{

INFORMATION
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JEFF JONAS

Jeff Jonas is the chief scientist at the IBM Entity Analytics group. The IBM Entity Analytics
group was formed based on technologies developed by Systems Research & Development
(SRD), which was founded by Jonas in 1984 and acquired by IBM in January 2005. Prior
to IBM’s acquisition of SRD, Jonas lead the company through the design and development
of a number of extraordinary systems, including technology used by the surveillance in-
telligence arm of the gaming industry. Jonas is a senior associate at the Center for Strategic
and International Studies. He periodically testifies on privacy and counterterrorism in such
venues as the White House before the President’s Privacy and Civil Liberties Oversight Board, the Department of
Homeland Security’s Data Privacy and Integrity Advisory Committee, and other federally convened commissions.

ENTERPRISE AMNESIA AND DATA OVERLOAD

Today, as computing power grows, we are experiencing an unprecedented rise in the amount of data. This
unstructured data is generated by social networks, blogs, emails and others. As Eric Schmidt noted, “Every two
days now we create as much information as we did from the dawn of civilization up until 2003.” This rapid
growth of data and the impossibility of keeping up with it presents a challenge for governments, organizations,
businesses and individuals and significantly affects fields such as national security, corporate data security or
privacy. In order to make better and smarter decisions we need to make sense of what’s happening faster.

RAMSES GALLEGO

With a background in Business Administration and Law, Ramses is a +15 years security
professional with deep expertise in the Risk Management and Governance areas. After
being at CA Technologies (formerly known as Computer Associates) for 8 years and also
being Regional Manager for SurfControl in Spain and Portugal, he is now General Manager
of Security and Risk Management practice at Entel IT Consulting where he strategizes
the vision of the area and oversees the deployment of services. He has been serving in
ISACA’s CISM Certification Committee for three years and is now a member of the CGEIT
Certification Committee. Ramses is also the Chair for ISACA’s ISRM Conference, CISM Director at the Barcelona
Chapter and part of the Programme Committee for the SecureCloud 2010 event that took place in Barcelona.
He is also part of the ISACA’s CISM Practice Analysis Task Force as well as serving in the Guidance & Practices
Committee. Ramses is one of the first CCSK (Certification of Cloud Security Knowledge) holders from the Cloud
Security Alliance and also holds the following certifications: CISM, CGEIT, CISSP, SCPM (Stanford Certified
Project Manager), ITIL, COBIT Foundation and Six Sigma Black Belt. He lives in Barcelona.

LOG MANAGEMENT & INTELLIGENCE: TAKING CARE
OF WHAT’S IMPORTANT

INFORMATION
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JEFF JONAS

Jeff Jonas je vedoucim analytické skupiny IBM, kterd se zabyvd ochranou dat. IBM Entity Analytics group stavi
na technologiich vyvinutych spole¢nosti Systems Research & Development (SRD), kterou Jonas zaloZil v roce
1984. IBM firmu ziskala v lednu 2005. Pfed akvizici IBM spole¢nost Jeffa Jonase navrhla a vyvinula celou
fadu pozoruhodnych systémi vcetné bezpecnostnich technologif, které vyuzivd hern{ pramysl. Jeff Jonas je
spolupracovnikem Centra pro strategickd a mezindrodni studia. V otdzkéch ochrany soukromi a boje s tero-
rismem pravidelné spolupracuje s Biljym domem, Ministerstvem vnitini bezpec¢nosti Spojenych stdtG a dal$imi
federdlnimi institucemi.

PODNIKOVA AMNEZIE A ZAPLAVA DAT

S tim, jak neustdle nartstd pocitacovy vykon, zaZivdme v historii nebyvaly ndriist mnoZstvi dat. Tato ne-
strukturovand data generuji mimo jiné socidlnf sité, blogy a emaily. Jak podotkl Eric Schmidt, ,Kazdé dva
dny dnes vytvofime takové mnozstvi informaci, jako celé lidstvo vytvofilo od pocédtku civilizace do roku
2003.“ Tento razantn{ rGst a nemoznost drzet s nim krok pfedstavuji velkou vyzvu pro vlddy, organizace
i bézné uzivatele a vyrazné ovliviiuje oblasti jako je ndrodni bezpecnost, korpordtni ochrana dat nebo
ochrana osobnich ddaji. Abychom mohli dochdzet k lep$im a ,chytiej$im“ rozhodnutim, potfebujeme
rychleji analyzovat dén{ kolem nds.

RAMSES GALLEGO

Ramses Gallego md vice nez 15 let zkuSenosti jako bezpecnostn{ specialista se zaméfenim na Fizeni rizik
a otdzky celkového fizeni bezpec€nosti. Jeho zkuSenosti podtrhuje praxe ve veden{ a v prdvni oblasti. Po os-
mi letech v CA Technologies (dffve Computer Associates) a pozici regiondlniho manaZera pro SurfControl
ve Spanélsku a Portugalsku je nyni generdlnim feditelem divize Security and Risk Management v Entel IT
Consulting. Zaméfuje se na vize v této oblasti a vyvoj sluzeb. Tti roky byl ¢lenem ISACA CISM Certification
Committee a nynf je ¢lenem CGEIT Certification Committee. Je také predsedou konferenci ISRM potfddanych
organizaci ISACA, CISM Director pro ISACA v Barceloné a ¢len programového vyboru konference SecureCloud
2010, kterd se konala v Barceloné. Kromé toho je ¢lenem CISM Practice Analysis Task Force organizace ISACA
a ¢lenem Guidance & Practices Committee. Ramses byl jednim z prvnich CCSK (Certification of Cloud Security
Knowledge) od Cloud Security Alliance a je drZitelem ndsledujicich certifikaci: CISM, CGEIT, CISSP, SCPM
(Stanford Certified Project Manager), ITIL, COBIT Foundation a Six Sigma Black Belt. Zije v Barcelong.

RIZENi A ANALYZA LOGU: RESENi TOHO, CO JE PODSTATNE

INFORMATION
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MARTIN KASSA

Martin Kasa studied at the Faculty of Economic Informatics of the University of Economics in
Bratislava. As a student he started working at Slovalco, moving gradually through various posi-
tions; he has been the Continuous Improvement Manager, responsible also for project manage-
ment, since 2007. In 2010, he headed the BCMS Implementation project, with the business con-
tinuity management system being certified in February 2011 by Det Norske Veritas (according
to BS 25999:2). This is the first BCMS certification in both Slovakia and the Czech Republic.

LIBOR SIROKY

Libor Siroky graduated from the Faculty of Nuclear Science and Physical Engineering at the Czech
Technical University in 2000. Since then, he has been working at Risk Analysis Consultants as
a consultant and senior consultant specializing in risk analysis and business continuity manage-
ment. He is currently leading two projects in BCMS implementation based on BS 25999-2:2007.
This is the first Czech and first Slovak BCMS certification ever completed.

CRISIS PLANS WHERE MINUTES ARE ESSENTIAL

The intention of this paper is to share practical experience with BCMS (Business Continuity Management System) im-
plementation within Slovalco, the largest aluminium manufacturer in Central Europe. The decision to pursue a BCMS
implementation according to BS 25999-2:2007 was made at the beginning of 2010. The project itself lasted a full year,
with the certification audit taking place in February 2011. Slovalco is the first Slovak company to receive the BCMS cer-
tification. An integral part of the BCMS implementation was its incorporation into the existing integrated management
system structure (consisting of QMS, EMS, OHSAS, ISMS). The objective of the BCMS implementation was to identify
the requirements and needs of continuity and recovery regarding Slovalco’s main production processes in the event of
their disruption or interruption. Taking into account the specific type of production and other company specifics, it was
particularly necessary to focus on incident management procedures following a process interruption after a sustained
incident. It was necessary to adjust the existing incident management structure, set up crisis management processes and
approve new communication strategies. A newly developed incident management concept was prepared in compliance
with the requirements of BS 25999-2 and the existing disaster recovery procedures were verified, updated and added
to the final BCMS concept. To enable a quick and effective response and recovery from disruptions, a gold — silver —
bronze command structure was defined. The development of business continuity and recovery plans were designed
from the beginning with the knowledge that even a brief interruption (as little as a few minutes) of the main production
processes could be absolutely fatal. In the cases of more serious incidents, where more than one of the main production
processes is interrupted, it was necessary to identify the priorities related to process recovery, as well as the priorities
with respect to resource allocation. The starting point in identifying recovery priorities was the business impact analysis
and the assessment of risks that could be the potential cause of process interruptions.

DENNIS KUGLER

Dennis Kiigler is the head of the working group responsible for developing security specifi-
cations and designing public key infrastructures related to electronic identity documents at
the Federal Office for Information Security. Since 2003 he has been participating as a go-
vernment representative in the New Technologies Working Group of the International Civil
Aviation Organization and actively contributing to international standardization at ISO.

THE NEW GERMAN IDENTITY CARDS

After many years of development, the New German Identity Card was introduced on the 1st of November 2010.
Besides being just an ordinary identification token for government use, this identity card also provides privacy-
-protecting authentication on the Internet. Unique features, such as anonymous age verification, the selective dis-
closure of personal attributes and the automatic creation of unlinkable, service provider dependent, pseudonyms
serve the needs of both citizens and Internet service providers. This presentation will give an overview on the
features of the card and the infrastructure required. Furthermore, some real world use cases will be described.
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MARTIN KASSA

Ing. Martin KasSa vytudoval Fakultu hospoddfské informatiky na Ekonomické univerzité v Bratislavé. Uz
v dobé studii pracoval ve spole¢nosti Slovalco a.s., kde postupné proSel nékolika pracovnimi pozicemi,
od roku 2007 pracuje na pozici manaZer pro trvalé zlepSovdni a zastfeSuje i oblast projektového fizeni.
V roce 2010 vedl projekt Implementace BCMS. Vybudovany manaZersky systém fizenf kontinuity ¢innosti
byl certifikovany spole¢nosti Det Norske Veritas v Gtnoru 2011 podle BS 25999:2. Jednd se o prvni certifi-
kaci BCMS na Slovensku a v Ceské republice.

LIBOR SIROKY

Ing. Libor Siroky, CISM, CRISC od ukonéenf vysokoskolského studia na Fakult® jaderné a fyzikdlné inZenyrské
v roce 2000, pracuje jako samostatny konzultant ve spole¢nosti Risk Analysis Consultants, spol. s r. 0., kde se
zabyvé pfedevsim oblasti business continuity managementu. V soucasnosti ¥{d{ projekty pt¥ipravy dvou spole¢-
nosti na ziskdnf certifikace podle BS 25999-2:2007.

KRIZOVE PLANY KDYZ JDE O MINUTY

Zémeérem pifspévku je pfibliZit postup implementace systému fizeni kontinuity ¢innosti (BCMS — Business
Continuity Management System) v nejvétsi hlinikdrné ve stiedni Evropé. Slovensky hlinikdrensky kolos Slovalco
se rozhodl pfistoupit k zavedeni BCMS podle BS 25999-2:2007 pocdtkem roku 2010. Projekt pfipravy probihal
po cely zbytek roku 2010, certifika¢ni audit probéhl v lednu 2011 a jednd se o prvn{ Slovenskou certifikaci
BCMS. Nedilnou soucdsti implementace byla integrace nového systému fizeni BCMS do stévajici struktury IMS
(QMS, EMS, OHSAS, ISMS). Cilem implementace BCMS bylo identifikovat pozadavky a potteby pro zajisténi
kontinuity a obnovy hlavnich vyrobnich procesd spole¢nosti Slovalco v pifpadé jejich narusenf nebo pierusent.
S ohledem na typ podniku a specificky charakter vyroby bylo zejména nutné se detailné vénovat postuptim
zvldddni mimofddnych udélosti. Bylo nezbytné upravit stdvajici strukturu reakci na incidenty, nastavit postupy
krizového fizenf a schvalit komunikacnf strategie. Nové koncepce zvldddni incidentd byla sladéna s pozadavky
BS 25999-2, existujici havarijni postupy byly verifikovény a zahrnuty do cilového konceptu BCMS. Byla vytvote-
na tfftroviiova struktura fizenf incidentd; operativni, takticka a strategickd. Pf{prava pldnd kontinuity a obnovy
vyrobnich procesd byla od poc¢dtku koncipovdna se znalosti toho, Ze i krdtkodobé prerusenf (v fddu desitek
minut) hlavnich vyrobnich procest miZe byt pro spole¢nost doslova fatélni. Pro pifpad rozséhlejsich incidentd,
kdy mtZe dojit k pferusenf vice procest soucasné, bylo nutné stanovit priority obnovy procesti a souvisejicich
zdrojl jiz ve fézi plénovani. Vychodiskem pro urcovédni priorit obnovy byla provedend analyza dopadt spolu
s hodnocenim rizik, kterd mohou byt pfi¢inou narusenf hlavnich vyrobnich a podptrnych procest.

DENNIS KUGLER

Dr. Dennis Kiigler je vedouci pracovni skupiny zodpovédné za navrZeni bezpecnostnich specifikaci a infra-
struktury PKI pro elektronické identifika¢n{ prikazy ve Spolkovém tfadu pro informaéni bezpecnost. Od roku
2003 se jako vlddni zastupce tGcastn{ skupiny NTWG (pracovni skupina pro nové technologie) organizace ICAO
(Mezindrodnf organizace pro civilnf letectvi) a aktivné ptispivd do mezindrodnich standardd v organizaci ISO.

NEMECKE OBCANSKE PRUKAZY

1. listopadu 2010 byl po fadé let vyvoje zaveden novy typ némeckého obcanského prtikazu. Kromé toho, Ze se
jednd o bézny identifika¢ni priikaz pro tGfedni tGcely, umoZiiuje tato karta internetovou autentizaci zptisobem
chrénicim soukromi drZitele. Jedine¢né vlastnosti jako anonymnf{ ovéfeni véku, detailni moZnost vybéru osob-
nich atributl (pro sdélenf protistrané) a automatické vytvéfen{ nespojitelnych pseudonymt pro poskytovatele
sluzeb pokryvaji potfeby ob¢and i poskytovatelt internetovych sluzeb. Prezentace poskytne piehled vlastnosti
obcanského priikazu a potfebné infrastruktury. Popsdny budou i ptiklady z praxe.
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MARTIN DVORAK

Martin Dvofdk has been the service delivery manager at Siemens IT Solutions and Services
since 2010. In addition, he is also responsible for the preparation and organisation of au-
dits according to ISO 27001 and ISO 20000 standards. From 2008 to 2010 he worked as
a software architect, focusing on the security of developed solutions. He graduated from the
Faculty of Informatics and Statistics at the University of Economics, Prague.

ZORA RiHOVA

Zora Rihovd graduated from the University of Economics, Prague, and has practical
experience gained from both sides — as a customer of IT services (Head of Informatics
and Organizations at Unipetrol; Information Manager at ZSE) and also the supplier of IT
Services (Head of SAP Product at PVT). At Siemens IT Solutions and Services, Ltd. she
worked as a Senior Project Manager to lead projects to implement large-scale information
systems and is now dedicated to quality management. She is also an associate professor at
the University of Economics, Prague (the Department of Systems Analysis at the Faculty
of Informatics and Statistics), which deals with the system aspects of organization, process
and project management issues.

PROBLEMS OF ISO 27001 MATRIX CERTIFICATION

Contribution is focused on problems of matrix certification of organization on conformity with ISO/IEC 27001
standard and definition of advantages and difficulties of this approach toward certification. The goal of this con-
tribution is to discuss essence of matrix certification, its rationale, process and impacts on organization of audit
including time and organisational demand. There are also analysed questions on process design; possibilities of
alignment between selected regions and are analysed approaches of auditors and points of interest.

JOZEF OPALENY

Jozef Opéleny is the Finance and IT Director at Mondi Stéti. He joined the company in
2008. Over the last 7 years he has worked as a finance director at various companies and
industry sectors, such as Danzer Bohemia-Dyhédrna (veneers), Mubea (automotive) and
Mondi (paper maker). Taking responsibility for the IT department at a well-known Czech
TOP100 company is a new challenge for him. Jozef has a Masters Degree from the Faculty
of Economy and Management of the Slovak University of Agriculture. He has been living
in Czech Republic since 2000.

A RECOVERY DISASTER PLAN FOR PRIMARY IT INFRASTRUCTURE
AS A TOOL FOR SHAREHOLDER PEACE OF MIND

Data security is a priority responsibility of the management of every company. A large amount of the Czech
Republic’s manufacturing capacity is located in the flood zones. Unfortunately, Mondi Stéti has experience of
the 2002 floods. Stétf is situated just a few kilometres from the confluence of the Vitava and Elbe rivers. A risk
assessment performed some time before the flood gave us a clear message to take care of the security of our data
centre and its data, which is indispensable for running the company. There are further security developments
currently underway at the company, not only against flooding, but against other risks as well.
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MARTIN DVORAK

Ing. Martin Dvofdk je od roku 2010 Service delivery managerem ve spole¢nosti Siemens IT Solutions and
Services, spol. s r.0. Déle je ve spole¢nosti zodpovédny za ptipravu a organizaci auditt na ISO 27001 a ISO
20000. V letech 2008-2010 pracoval jako softwarovy architekt ve spole¢nosti Siemens IT Solutions and Services
se zameéfenim na bezpecnost vyvijenych fedeni. Je absolventem fakulty Informatiky a statistiky na Vysoké Skole
ekonomické v Praze.

ZORA RiHOVA

Doc. Ing. Zora Rihové, CSc. vystudovala VSE Praha, praktické zkusenosti ziskala jak na strané zékaznika sluzeb
IT (napf. vedouci informatiky a organizace v Unipetrol, a.s., informacni manaZer ZSE a.s.), tak na strané
dodavatele sluZeb IT (napf. feditel produktu SAP v PVT a.s.). V Siemens IT Solutions and Services, spol. s r.o.
pracovala jako Senior Project Manager, kde vedla projekty implementace rozsdhlych informacnich systémt
a nyni se vénuje managementu kvality. Pdisobi jako docent na VSE Praha (fakulta informatiky a statistiky, kate-
dra systémové analyzy), kde se vénuje systémovym aspektim hospodafské organizace, procesni problematice
a projektovému fizeni.

PROBLEMATIKA MATICOVE CERTIFIKACE NA ISO 27001

Prispévek se zabyvd problematikou maticové certifikace organizace na soulad s normou ISO/IEC 27001 a de-
finic vyhod a tskali tohoto pfistupu k certifikaci. Cilem pfispévku je diskutovat podstatu maticové certifikace,
jejl odvodnéni, pribéh a dopady na organizaci auditu véetné ¢asové a organizacnf ndro¢nosti. Jsou analyzo-
véany otdzky pribéhu procesti, moznosti vécného sladén{ mezi vybranymi stéty, analyzovany piistupy auditort
a oblasti zdjmu auditord.

JOZEF OPALENY

Ing. Jozef Opéleny zastav4 pozici Finanénfho a IT feditele v Mondi Stéti. Ve spolecnosti ptisobf od roku 2008.
Poslednich 7 let pracoval jako Financni feditel v nékolika spole¢nostech a odvétvich jako Danzer Bohemia-
Dyhérna (vyroba dyhy), Mubea (dodavatel komponentt pro automobilovy primysl) a Mondi (vyroba papiru).
Prevzeti zodpovédnosti za IT oddélen{ ve vijznamné spolecnosti pattici k Czech TOP100 je novou vyzvou v jeho
kariéfe. Jozef ziskal vysokoSkolské vzdéldni na Fakulté ekonomiky a managementu Slovenské zemédélské uni-
verzity. V Ceské republice Zije od roku 2000.

HAVARIJNI PLAN ZAKLADNI IT INFRASTRUKTURY JAKO NASTRO]
PRO KLIDNY SPANEK AKCIONARU

Zabezpeceni dat je prioritni zodpovédnost managementu kazdé spolecnosti. Velkd ¢4st vyrobnich kapacit
v Ceské republice se nachazi v zdplavové zong. Zkusenost z povodni z roku 2002 m4 i spole¢nost Mondi Stétf.
Jejf sidlo se nachdzi jen nékolik mélo kilometr od soutoku Vltavy a Labe. I toto riziko stdlo za rozhodnutim
o investici do zabezpeceni datového centra a dat, které jsou nepostradatelné pro chod celé spole¢nosti. V sou-
Casnosti probfhd dalsf posun v oblasti zabezpecenf a to nejen proti povodnim, ale i jinym rizikGm.
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ONDRE]J Bos

Ondrej Bos graduated from the Faculty of Economics of the Technical University of Ostrava.
He has worked at the department for security policy of the Ministry of the Interior of the
Czech Republic since 2003. He focuses on crisis management, the economic aspects of crisis
situations and security threats to the internal security of the state.

CERTAIN FUNDAMENTALS IN THE DRAFTING OF CRISIS
DOCUMENTATION AND THE INFLUENCE OF CRISIS PLANNING
ON THE OPERATIONS OF AN ORGANIZATION

There are a number of different definitions of a crisis plan. Act No. 240/200 Coll. on crisis management, for
example, defines it as a “plan that contains a summary of crisis measures and processes for solving the crisis
situation”. Another definition describes a crisis plan as being a collection of documents containing descriptions
and analyses of threats and a summary of steps to be taken, which has been drafted to ascertain an organisations
preparedness to deal with crisis situations. But, how should these documents look in real life? What should they
contain? And who should draft the plan and for what purpose? He will try to open these questions in this paper
using his experience of being a crisis manager at a central body of the state administration. He believes that
the recommendations given in the paper will be useful irrespective of the sector or industry in which a given
organization operates.
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ONDRE]J Bos

Ing. Ondrej Bos absolvoval Ekonomickou fakultu Vysoké $koly bédtiské — Technické univerzity v Ostrave. Od ro-
ku 2003 pracuje na odboru bezpec¢nostni politiky Ministerstva vnitra CR. Jeho profesni zaméfeni je zejména
krizové fizeni, ekonomické aspekty feseni krizovych situaci a bezpecnostn{ hrozby pro vnitfni bezpecnost stdtu.

NEKTERE ZASADY ZPRACOVANi KRI;OVE o
DOKUMENTACE A VLIV KRIZOVEHO PLANOVANI
NA ZAJISTENI CHODU ORGANIZACE

Existuje fada definici krizového pldnu. Naptiklad zékon ¢. 240/2000 Sb., o krizovém fizeni fikd, Ze je to ,pldn,
ktery obsahuje souhrn krizovych opatfenf a postupt k feSenf krizovych situaci“. Dalsif z obecnych definici popi-
suje krizovy pldn, mimo vyse uvedené, také jako soubor dokumentt obsahujici popis a analyzu hrozeb a souhrn
postupt, které se zpracovavajf k zajisténi pfipravenosti na feSenf krizovych situaci. Jak vSak mé v praxi takovy
dokument vypadat, jaké jsou jeho néleZitosti, kdo by jej mél zpracovévat a k jakému tcelu? Tyto otdzky se pokusi
v piispévku otevfit a vyuZit pfi tom zkuSenosti z pozice krizového manazera ustfedniho orgdnu stétn{ sprévy.
Domnivé se, Ze doporuceni, kterd budou ddle zminéna, jsou uZite¢nd a pfinosnd bez ohledu na to, v jakém
sektoru ¢i odvétvi organizace ptsobf a ¢im se zabyva.
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PANEL DISCUSSION - DATA LEAKAGE PREVENTION IN PRACTICE

Data leakage protection in technical terms is frequently focused on network prevention, perimeter and end-user
devices. In reality the problem is much broader. A critical part of the project is understanding the business
processes as well as typical end-user behavioral patterns. This means that the problem considerably exceeds
the scope of IT and requires close cooperation from other business units. The involvement of “business” units
is crucial to the success of the venture, because IT delivers technology and supports the process but does not
furnish business logic. Moreover, in the IT area actual deployment of technology is only one of the pillars of
effective data protection. The panel will concentrate on practical experience from Czech projects.

TOMAS FILIP

Tomd$ Filip has focused on IT Security for the past 12 years: first at the Czech National
Bank, then at Plzefisky Prazdroj and SABMiller, and for the last three years at Ceskd
pojiStovna as Manager of IT Security and concurrently as Global Security Team Leader
at Generali Group — Europe. In the last few years he has led several projects focused on
IT Security, for example local compliance with regulatory requirements (SOX), security
monitoring, ensuring data integrity, user lifecycle management, segregation of duties
at SAP, fraud prevention etc.

TOMAS MATOUSEK

Tomd$ Matousek studied at the University of Economics in Prague. He is also a graduate of
the University of Pittsburgh in the USA. He was appointed CEO and Chairman of the Board
at Penzijni fond Ceské pojistovny in 2008. Previously he worked at Komeréni banka and
GE Money Bank. He is married and has a four year old son. His hobbies include golf, music,
literature and travel.

ZDENEK KAPLAN

Zdenék Kaplan graduated from the Faculty of Mathematics and Physics at Charles
University, in Prague and the University of Economics, Prague. He then worked for state
security agencies, particularly in information security. He was later the Director for Security
at APP. In 1997 Zdenék jointly set up Data Security Management magazine, where he re-
mains a member of the management committee. Between 1998 and 2003 he held various
positions at CSOB, and was then Executive Director for Company Services and Solutions
Development at Telefénica O2. He is currently employed at Ceskd pojistovna.

INFORMATION
SECURITY SUMMIT

2011 P,RA,G.U,E

PANELOVA DISKUSE - PREVENCE UNIKU DAT V PRAXI

Prevence tniku dat se v technickém slova smyslu ¢asto soustfeduje na prevenci na sitové vrstvé, perimetru
a koncovych zafizenich. Ve skute¢nosti je problém mnohem S§iri. Kritickou ¢dsti prevence je pochopeni obchod-
nich procest: a typickych vzorct chovén{ uZivatelt. To znamend, Ze feSenf této tlohy vyznamné pfesahuje rdmec
IT a vyZaduje tzké zapojenf ostatnich ttvart spole¢nosti. Zejména zapojeni ,business* titvart je alfou a omegou
Uspésné implementace, nebot IT primédrné doddva technologii/nastroj, podporu procest, nikoliv business logi-
ku. Také v IT oblasti je faktické nasazeni technologie na vybrané prvky infrastruktury pouze jednim z pilifG efek-
tivni ochrany dat. Panelové diskuse se bude soustiedit na praktické zkuSenosti z projektt v ¢eském prostiedi.

TOMAS FILIP

Ing. Tomés$ Filip se zabyv4 problematikou IT bezpecnosti jiz 12 let, nejprve v Ceské nrodni bance, nésledng
Plzefiském Prazdroji a SABMiller a nynf jiz 3 roky v Ceské pojistovné na pozici Feditel odboru bezpe¢nosti
IT a zéroven jako Global Security Team Leader v evropské Generali Group. V poslednich letech vedl mnoho
projektd souvisejicich s IT bezpecnosti napt. zajisténi lokdlniho soulad s legislativou (SOX), bezpe¢nostni moni-
toring, zabezpecenf integrity dat, fizen{ Zivotniho cyklu uZivatell, oddélenf neslucitelnych funkef (SOD) v SAP,
prevence fradu atd.

TOMAS MATOUSEK

Ing. Toméd$ Matousek, MBA vystudoval VSE v Praze. Je také absolventem University of Pittsburgh v USA. Od
roku 2008 zastévé pozici generdlniho Feditele a predsedy predstavenstva Penzijniho fondu Ceské pojistovny a.s.
V minulosti ptisobil v Komeréni bance a GE Money Bank. Je Zenaty a md ¢tyfletého syna. Mezi jeho zéliby pati{
piedevsim golf, hudba, literatura a cestovani.

ZDENEK KAPLAN

RNDr. Ing. Zdenék Kaplan absolvoval MFF UK a VSE v Praze. Piisobil v bezpe¢nostnich slozkdch statu, zejmé-
na v oblasti informacn{ bezpecnosti. Pozdéji také jako feditel pro bezpecnost ve spole¢nosti APP. V roce 1997
spoluzalozil ¢asopis Data Security Management, jehoZ je dodnes ¢lenem fidictho vyboru. V letech 1998 az
2003 piisobil v réiznych pozicich v CSOB; do roku 2008 na pozici vykonny feditel pro rozvoj firemnich sluzeb
a fedeni v Telefénica O2. Aktudlné je zaméstnan v Ceské pojistovné.
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EUGENE SCHULTZ

Eugene Schultz, CISM, CISSP, is the Chief Technology Officer at Emagined Security, an
information security consultancy based in San Carlos, California. He is the author/co-author
of five books and over 120 published papers. Gene was the Editor-in-Chief of “Computers
and Security” from 2002-2007, is currently on the editorial board for this journal, and is an
associate editor of “Network Security”. He is also a SANS instructor, member of the SANS
NewsBites editorial board, co-author of the 2005 and 2006 Certified Information Security
Manager preparation materials, and is on the technical advisory board of three companies.
Gene has previously managed an information security practice as well as a national incident response team. He
has also been professor of computer science at several universities and is retired from the University of California
at Berkeley. A Distinguished Fellow of the Information Systems Security Association (ISSA), Gene has also been
named to the ISSA Hall of Fame and has received ISSA’s Professional Achievement and Honor Roll Awards.
While at Lawrence Livermore National Laboratory he founded and managed the U.S. Department of Energy’s
Computer Incident Advisory Capability (CIAC). He is also a co-founder of FIRST, the Forum of Incident Response
and Security Teams. He is currently a member of the accreditation board of the Institute of Information Security
Professionals (IISP). Dr. Schultz has provided expert testimony before committees within the U.S. Senate and
House of Representatives on various security-related issues, and has served as an expert witness in legal cases.

THE MOST COMMON MISTAKES IN INCIDENT RESPONSE

Security-related incidents have become much more complex, costly and resource-demanding over time, as
shown by the Titan Rain, Aurora, Night Dragon and other highly successful and prolonged attacks in which
attackers gained control of a myriad of computing systems and stole a huge amount of personal and proprie-
tary information. Responding optimally to incidents, especially incidents that have the most potential impact
upon an organization, has thus become a necessity. Yet many organizations continue to repeatedly make the
same mistakes in the incident handling process. Mistakes can easily lead to response efforts being inefficient
and ineffective, resulting in all kinds of negative consequences, including (but by no means limited to) longer
incident durations and costly legal problems. This presentation focuses upon the most common mistakes made
in handling incidents, the possible consequences, and the potential solutions.

PETR HANACEK

Petr Handcek is an Associate Professor at the Faculty of Information Technology, at the Brno
University of Technology. He has been working in the fields of information system security,
risk analysis, applied cryptography, and electronic payment systems for more than ten years.
He is an independent consultant in this area.

PETR SVENDA

Petr Svenda works as an Assistant Professor at Masaryk University, Brno, focusing on the design
of cryptographic protocols for wireless sensor networks, cryptographic smart card security, and
privacy protection in information technology. He is the author or co-author of more than 15
peer-reviewed publications and participated consultation and development work for academic,
governmental and industrial organizations in both the Czech Republic and abroad.

CRYPTOGRAPHY FOR (PARTIALLY)
COMPROMISED SENSOR NETWORKS

Wireless sensor networks are not just another technology, but also exhibit new and complex problems from the
security perspective. The majority of the existing security approaches are unsuitable or even impossible to deploy
due to the combination of decentralized tasks with high numbers of energy and computational-limited nodes po-
sitioned, typically, out of our permanent physical control. Non-conventional and/or novel security techniques are
to be considered for situations where a partial network compromise is to be expected.
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EUGENE SCHULTZ

Dr. Eugene Schultz, CISM, CISSP, je CTO (Chief Technology Officer) u Emagined Security — konzulta¢n{
spole¢nosti z kalifornského mésta San Carlos ptsobici v oblasti informaéni bezpecnosti. Je autorem ¢i
spoluautorem péti knih a vice neZ 120 odbornych ¢lankd. V letech 2002 az 2007 byl $éfredaktorem
¢asopisu ,Computers and Security“, v soucasnosti je ¢lenem redakénf rady tohoto ¢asopisu a zdstupcem
$éfredaktora dalsiho ¢asopisu ,Network Security“. Je rovnéZ instruktorem vycvikového a Skolictho institutu
SANS (SysAdmin, Audit, Networking and Security), ¢len redakén{ rady jeho zpravodaje SANS NewsBites,
spoluautor materidld z let 2005 a 2006 pro piipravu na titul Certified Information Security Manager
a ¢len technickych poradnich orgdnt tff spole¢nosti. V minulosti se zabyval poskytovanim konzulta¢nich
sluzeb v oblasti bezpecnosti IT, a to i v rdmci ndrodniho CERTu. Pusobi jako profesor pocitacové védy
na nékolika univerzitdch; jeho matefskou univerzitou byla University of California, Berkeley. Jako ¢estny
¢len ISSA (Information Systems Security Association) byl uveden do siné sldvy této asociace a ziskal ISSA’s
Professional Achievement and Honor Roll Awards. V Lawrence Livermore National Laboratory zalozil
a vedl oddélenf U.S. Department of Energy’s Computer Incident Advisory Capability (CIAC). Je rovnéz
spoluzakladatel féra FIRST (Forum of Incident Response and Security Teams). V soucasnosti je ¢lenem
akredita¢nfho vyboru IISP (Institute of Information Security Professionals). Dr. Schultz je v USA vyuZivin
sendtnimi i parlamentnimi vybory jako bezpelnostni expert, kde poskytuje odborné posudky v raznych
prévnich kauzdch.

NEJCASTE]JSI CHYBY PRI REAKCICH NA INCIDENTY

Incidenty vztahujici se k bezpecnosti jsou stdle komplexnéjsi, ndkladnéjsi a vyzaduji stéle vice zdroji. To
ukdzaly mimo jiné i Gspésné a déledobéjsi ttoky, napf. Titan Rain, Aurora, Night Dragon, ve kterych dtocnici
ziskaly kontrolu nad velkym pocétem informacnich systémd a odcizili velké mnoZstvi osobnich ddajt a davér-
nych informaci. Optimdln{ reakce na incidenty, obzvld$té na incidenty, které maji zdsadni dopad na organi-
zaci, se tak stdvd nezbytnosti. Mnoho organizaci vSak pfi feSeni incidenti opakuje stéle stejné chyby. Tyto
chyby mohou vést k tomu, Ze reakce na incident je nedcinnd a neefektivni, coZ md celou fadu negativnich
dopadt, véetné, mimo jiné, delstho trvani incidentu a nékladnych pravnich problémt. Prezentace se soustied{
na nejbéznéjsi chyby v reakcich na incidenty, dopady a potencidln{ feseni.

PETR HANACEK

Doc. Dr. Ing. Petr Hanédcek je docentem na Fakulté informacnich technologif VUT v Brné. Zabyvd se vice nez
deset let bezpe¢nosti informacnich systémd, analyzou rizik, aplikovanou kryptografif, elektronickymi platebnimi
systémy, bezdrdtovymi sitémi. Je nezdvisly konzultant v této oblasti.

PETR SVENDA

RNDr. Petr Svenda, Ph.D. pfisobi jako odborny asistent na Masarykové univerzité, vénuje se vyzkumu v oblasti
ndvrhu protokol pro bezdrdtové senzorové sité, bezpecnosti kryptografickych ¢ipovych karet a ochrané infor-
macniho soukromi. Je autorem a spoluatorem vice neZ 15 recenzovanych publikaci. Podilel se na konzultacich
a vyvoji pro akademické, sttni i primyslové organizace v CR i zahranici.

KRYPTOGRAFIE PRO (CASTECNE)
KOMPROMITOVANE SENSOROVE SIiTE

Bezdrdtové senzorové sité nejsou jen relativné Cerstvou technologif, ale pfindSeji zdrovel i nové a komplexni
problémy z bezpecnostniho hlediska. MoZnost pouZiti béZnych bezpecnostnich postupt je vyrazné sniZena diky
kombinaci decentralizovanych tloh s vysokym poctem energeticky a vypocetné omezenych uzl@, navic umisténych
typicky v prostfedi mimo fyzickou kontrolu vlastnika. Budou pfedvedeny vybrané nové nebo nekonven¢né pouzité
bezpecénostn{ piistupy pro prostiedi, ve kterém je nutné predpoklddat trvalou kompromitaci ¢asti uzlt v siti.
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DANILO GLIGOROSKI

Danilo Gligoroski is a professor of Information Security and Cryptography at the
Department of Telematics, at the Norwegian University of Science and Technology
— Trondheim, Norway. He received his Ph.D. at the Cyril and Methodius’ University
of Skopje in 1997 in the field of Computer Science. His research interests are
Cryptography, Computer Security, Discrete algorithms, Information Theory and
Coding.

BOTTLENECKS IN APPLIED DIGITAL SIGNATURES SCHEMES

A classical way for allocating bottlenecks in digital signature schemes is to measure the efficiency of the sig-
ning and the verification parts. For example, if the process is such that the company server receives a lot of
signed transactions from individual clients and have to verify every signature, then an obvious choice would
be to use a signature schneme that can do faster verification, while the individual signatures can be produced
in a somewhat slower manner (RSA signatures with small public exponents have that property). On the other
hand, if a company needs to send a bulk of signed invoices to hundreds of thousands (or millions) of users,
then the signing speed is important (elliptical curve signature schemes are usually faster in signing than RSA or
DSA signature schemes). However, with the advent of new standards and new technological advancements in
medical equipment, especially in real-time teleradiology and mammography, the issue of whether the signing
or verification is fast or slow does not at all influence the efficiency of the overall signature scheme. There, the
speed of the used hash function is the real bottleneck, taking even up to 99.7% of the time spent on signing or
verification. In his talk he will demonstrate several use case scenarios with several typical average sizes, starting
from 16 KB (typical PDF files in financial transactions) up to files with a size of 160 MB — images obtained by
mammographic scanners. Additionally, from the same perspective He will gives a what-if analysis that includes
several new cryptographic hash functions from the ongoing SHA-3 competition.

RADIM POLCAK

Radim Pol¢dk is the head of the Institute of Law and Technology at the Law Faculty at
Masaryk University. He teaches and publishes in ICT law and legal theory at Masaryk
University and regularly lectures at law schools in the Czech Republic, Austria, Germany,
UK, Netherlands and Hungary. In addition, Dr. Pol¢ak is the general chair of the Cyberspace
annual international symposium; editor-in-chief of the Masaryk University Journal of Law
and Technology; editor-in-chief of the Review of Law and Technology (Revue pro prévo
a technologie) and a member of the editorial boards and governing bodies of ICT-law
focused scientific journals and international conferences in the Czech Republic, UK, Germany and Hungary.
He is a panellist at the .eu ADR arbitration court, a member of the Appellate Tribunal of the Czech Ministry of
Transport and a member of various governmental and scientific expert and advisory bodies. He also acts as an
ad-hoc expert advisor to Czech, Slovak, Austrian and UK law firms, public bodies and businesses in the field of
ICT law, IP law and energy law.

WIGGUM IN CYBERSPACE: LEGAL ISSUES IN CZECH
AND EU CYBERSECURITY

Public protection against cyber attacks represents a relatively new set of challenges for the legal system. It
combines issues directly arising from the fundamentals of constitutional law with highly specific technical
problems. The paper discusses general issues of the legitimacy of state interventions in securing cyberspace
and outlines the basic legal problems that have to be dealt with by EU and Czech lawmakers. In particular,
the paper focuses on information duties, on the competences of state authorities and on the sensitive issue
of blocking, as well as on recent developments in data retention duties.
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DANILO GLIGOROSKI

Danilo Gligoroski, Ph.D. je profesorem informacni bezpec¢nosti a kryptografie na Katedfe telematiky Norské
univerzity véd a technologii v Trondheimu. Ziskal Ph.D. v informatice na Univerzité sv. Cyrila a Metodéje
ve Skopje v roce 1997. Jeho oblastmi vyzkumu jsou kryptografie, po¢itacovéd bezpecnost, diskrétni algoritmy,
teorie informace a kédovani.

OMEZENI V APLIKOVANYCH SCHEMATECH
DIGITALNICH PODPISU

Klasickou cestou pro zjistovdni omezen{ schémat digitdlniho podpisu je méfeni efektivity podpisovych a ve-
rifika¢nich ¢dsti. Napf. pokud je proces takovy, Ze firemni server pfijimd spoustu podepsanych transakci
od jednotlivych klientd a musi ovéfit kazdy podpis, tak je jednoznacnou volbou schéma, které déld ovéfent
rychleji neZ podpis, zatimco jednotlivé podpisy jsou vytvdfeny o néco pomaleji (podpisy RSA s malym
vefejnym exponentem jsou vhodnou ilustraci). Naopak pokud firma potfebuje poslat statisice ¢i miliény
podepsanych faktur zédkaznfkdm, pak je dilezitd rychlost podpisu (zde schémata pro eliptické kiivky jsou
vyhodnym feSenim). Ale s pfichodem novych standardd a technologickych zmén v oblasti zdravotnickych
zafizeni, zejména v teleradiologii a mamografii v redlném case, ovlivn{ rychlost ¢i pomalost podpisu nebo
verifikace celkovou efektivitu podpisového schématu jen minimélné. Zde je ve skute¢nosti hlavnim omezenim
prace hasovaci funkce, kterd muZe zabrat aZ 99,7 % Casu potfebného pro podpis nebo jeho ovéfeni. Ve svém
ptispévku poukdZe na nékolik ukdzkovych situaci s nékolika typickymi velikostmi zpracovdvanych dat, poci-
naje 16 KB (obvykld velikost PDF pro finanénf transakce) azZ po soubory o velikosti 160 MB (obrazky ziskané
mamografem). Ddle ze stejné Perspektivy proberu ,,co kdyZ” moZnosti zapojeni nékolika novych haSovacich
funkci z probihajiciho vybéru SHA-3.

RADIM POLCAK

JUDr. Radim Pol¢dk, Ph.D. je vedoucim Ustavu préva a technologif Prévnické fakulty Masarykovy univerzity.
Vyucuje a publikuje v oboru prdva ICT a prévni teorie na Prdvnické fakulté Masarykovy univerzity a jako
host ptisobi na pravnickych vysokych $kolach v Ceské republice, Rakousku, Némecku, Spojeném kralovstvi,
Nizozemsku a Madarsku. Dr. Pol¢dk je pfedsedou organiza¢nfho vyboru mezindrodniho sympozia Cyberspace,
$éfredaktorem casopisu Masaryk University Journal of Law and Technology, $éfredaktorem casopisu Revue pro
prévo a technologie a ¢lenem redakénich a fidicich orgdnt odbornych ¢asopist a konferenci v Ceské republice,
Spojeném krdlovstvi, Némecku a Madarsku. Je rovnéZ rozhodcem rozhod¢fho soudu .eu ADR, ¢lenem rozkla-
dové komise Ministra dopravy CR a ¢lenem vladnich a védeckych odbornych a poradnich sbort. Jako ad-hoc
expert v oboru préva ICT a energetického prdva spolupracuje s pravnimi kanceldfemi, vlddnimi a soukromymi
institucemi z CR, Slovenska, Rakouska a Spojeného kralovstvi.

VYGUM V KYBERPROSTORU: PRAVNI OTAZKY CESKE A EVROPSKE
KYBERNETICKE BEZPECNOSTI

Vefejnd ochrana pfed kybernetickymi dtoky pfedstavuje pro prdvo doposud nezhdmou vyzvu. Spojuje v sobé to-
tiz faktory dotykajici se samotnych zékladl tGstavniho systému se specifickymi technickymi problémy. Pfispévek
se zamét{ na diskusi obecné otdzky legitimity stdtu pfi zajiStovani bezpecnosti kyberprostoru a nastini zékladn{
prévn{ problémy, s nimiZ se musi potykat evropsky a ¢esky prévotvirce. Vedle informaénich povinnosti, kom-
petenci spravnich orgdnt a citlivé problematiky nuceného odpojovani{, bude zvld3tni pozornost vénovéna téZ
aktudlnimu pravnimu vyvoji problematiky povinného uchovavani provoznich tdajt.

INFORMATION
SECURITY SUMMIT



o774

PAVEL MINARIK

Pavel Minafik received his masters’ degree in computer science in 2005 from the
Faculty of Informatics of Masaryk University in Brno. He currently works as the Chief
Technology Officer at AdvalCT. He is the main architect of AdvalCT’s ADS (Anomaly
Detection System) and outgoing products. Pavel’s main focus is network traffic ana-
lysis and anomaly detection. He has participated in several research projects (mainly
for the U.S. and Czech Armies) as a senior researcher of the Institute of Computer
Science of Masaryk University. He is a co-author of two technology transfers (2010)
from the University and co-author of 7 published research papers in the field of network behavior ana-
lysis (2007-2009).

NETWORK MONITORING - TOOL FOR DETECTING
AND AVOIDING INCIDENT

The complexity of IT infrastructure is growing continuously. More products are being incorporated and
more services are being used. Enterprises rely on computer network and information technology since their
primary processes completely depend on the IT department or it’s outsourcing partners. Malware infection
or data loss a single computer might be troublesome. A successful attack on the core infrastructure, or
client data loss, or malware infection of the whole network is a disaster. There are widely used methods
to stop network attacks and malware from spreading based on signatures (intrusion detection system) in
combination with host protection (antivirus, anti spyware). However, the latest results show that these
methods are not bulletproof and that we need to focus on network traffic and its monitoring and analysis.
We present a network-centric approach to the detection and prevention of incidents on computer networks
with a focus on security. This approach is based on the detailed measuring and monitoring of computer
networks using flow data. Methods based on flow data processing are unique in their usability, scalability
and performance while there is no need for a deep understanding of the topology of target networks and no
need for software installation or configuration changes. The proposed approach is called Network Behavior
Analysis (NBA) and will be illustrated on a series of case studies from network traffic audits and analyses
performed by AdvalCT during the last year.

MATTHEW PEMBLE

Matthew Pemble is a strategic and operations manager, with specialities in information
security architecture, compliance and incident response. Experienced within numerous
government, business and infrastructure sectors, he is currently working at a small
specialist consultancy, Idrach Ltd. Mathew previously worked as a security strategist
at the Royal Bank of Scotland. He holds various security and other certifications (e.g.,
CISSP or CFE).

PRACTICAL MODELS FOR INCIDENT MANAGEMENT

Information Security Incident Management is a complex process that is greatly assisted by having a structu-
red framework to guide managers and technicians. This paper presents both a functional framework, sui-
table as a base for the development of local ISO 27001/PCI-DSS 2.0 compliant processes, and a timeline
model, suitable for business analyses and loss/cost modelling.
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PAVEL MINARIK

RNDr. Pavel Minatik absolvoval v roce 2005 Fakultu informatiky Masarykovy univerzity v Brné. V soucas-
né dobé pracuje jako technologicky feditel ve spole¢nosti AdvalCT. Je hlavnim architektem platformy ADS
(Anomaly Detection System) a odvozenych produktd spole¢nosti AdvalCT. Mezi jeho hlavni oblasti zdjmu
pati{ analyza provozu na siti a detekce anomélif. Uastnil se fady vyzkumnych projektt (pfevdZné pro ame-
rickou a Ceskou armédu) jako vyzkumny pracovnik Ustavu vypocetn{ techniky Masarykovy univerzity. Je
spoluautorem dvou transferd vysledki vyzkumu a vyvoje do praxe a spoluautorem sedmi vyzkumnych ¢lanka
v oblasti behaviordln{ analyzy chovén{ na siti (v letech 2007-2009).

MONITORING SIiTE - PROSTREDEK ODHALOVANI
A PREVENCE INCIDENTU

SloZitost IT infrastruktury stdle vzristd. Jsou nasazovdny nové produkty a vyuZivdny nové sluZby.
Organizace spoléhaji na pocitacové sité a informacni technologie, nebot jejich primdrni procesy zcela zdvisi
na IT oddéleni nebo outsourcingovych partnerech. Virus nebo ztrdta dat na jedné stanici je nepfijemnd.
Usp&sny ttok na IT infrastrukturuy, ztrta dat klient nebo virové epidemie celé sité je katastrofa. Metody
zaloZené na signaturdch slouZici k zastavenf dtokd na siti nebo $ffenf virti jsou v kombinaci s ochranou
klientskych stanic antiviry nebo antispyware obecné rozsitené a pouzivané. V nékolika poslednich letech
se vSak ukazuje, Ze ochrana zaloZeny na tomto pfistupu nen{ dostate¢nd a Ze je nutné se soustfedit na pro-
voz datové sité, jeho monitoring a analyzu. Metody pro odhalovadni a prevenci incidentd se zaméfenim
na bezpecnost zaloZené na monitorovdni datové sité jsou tématem této pfedndsky. Piistup je zaloZeny
na detailnfm méfen{ a monitorovdn{ datovych tokd v siti vykazuje rychlou pouZitelnost, vysokou $kdlova-
telnost a vykon bez nutnosti znalosti topologie monitorované sité, instalace software na jednotlivé stanice
nebo zmén konfigurace. Prezentované metody jsou souhrnné oznacovény jako Network Behavior Analysis
(NBA) a budou ilustrovdny na fadé ptipadovych studif z audit a analyz provozu datové sité provedenych
spole¢nosti AdvalCT v pribéhu minulého roku.

MATTHEW PEMBLE

Matthew Pemble je manager pro strategii a provoz, specializuje se na architekturu informacéni bezpecnosti,
soulad a na procesy fizen{ incidentt. Md zku$enosti z mnoha vlddnich, privatnich i infrastrukturnich organiza-
cf. V soucasné dobé pracuje pro malou specializovanou konzultaén{ spole¢nost Idrach Ltd. Df{ve pracoval jako
bezpecnostni stratég pro Royal Bank of Scotland. Je drZitelem fady certifikaci (napt. CISSP nebo CFE).

PRAKTICKE UKAZKY RIZENI INCIDENTU
Rizenf incident tykajicich se informaéni bezpecnosti je sloZity proces, ktery vyznamné zefektivn{ vytvoreni
strukturovaného rdmce, ktery manaZery a techniky celym procesem provddi. Tento pfispévek prezentuje
funkéni rdmec, ktery je vhodny jako zdklad pro vytvofeni vlastnfho procesu, ktery bude v souladu s pro-
cesy ISO 27000/PCI-DSS 2.0. Zdrovei poskytuje casovy model vhodny pro analyzu a modelovén{ ztrédt
a nékladd.
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REGISTRATION FEE / KONFERENCNI POPLATEK
The registration fee includes the two-day conference ticket, conference materials, DVD, coffee breaks, lunches
and an evening party.

Poplatek zahrnuje kompletni tcastnické materidly, vstup na oba dny konference, DVD, obcerstveni, obédy
a veCernf raut.

For DSM Subscribers / Pro pfedplatitele DSM  including VAT bez DPH véetné DPH
Early bird up to / do 31. 3. 2011 EUR 654 11 990,- K¢ 14 388,- K¢
Registration up to / do 30. 4. 2011 EUR 763 13 990,- K¢ 16 788,- K¢
Registration after / po 1. 5. 2011 EUR 872 15 990,- K¢ 19 188,- K¢
Other Participants / Ostatni ucastnici including VAT bez DPH vcéetné DPH
Early bird up to / do 31. 3. 2011 EUR 981 17 990,- K¢ 21 588,- K¢
Registration up to / do 30. 4. 2011 EUR 1 308 23 990,- K¢ 28 788,- K¢
Registration after / po 1. 5. 2011 EUR 1 636 29 990,- K¢ 35 988,- K¢
SPECIAL OFFER / SPECIALNI NABIDKA
An annual subscription of DSM magazine as a bonus added to the registration fee
Roc¢ni pfedplatné ¢asopisu DSM jako bonus ke konferenénimu poplatku

EUR 927 16 990,- K¢ 20 388,- K¢

Documentation / Dokumentace
In the event that you cannot attend the conference but would like to receive the related materials, you can
purchase a complete set of all the presentations.

Pokud nemdte moZnost se konference zdcastnit, ale pfesto byste rddi ziskali materidly z jejtho pribéhu, mtzete
si zakoupit kompletni G¢astnické materidly vSech pfedndsek.
Price / Cena EUR 163

2 990,- K¢ 3 588,- K¢

PAYMENT DETAILS / DETAILY PLACENi

You can pay via bank transfer. We will issue your attendance confirmation and your invoice after your application
has been registered. All fees are due at least one day before the beginning of the conference. Cash payment on
the first conference day is possible only if agreed with the organizers in advance.

Platit mtZete bankovnim pfevodem nebo zdlohovou fakturou. Po obdrZenf platby na nds ticet Vam vystavime da-
fovy doklad a zaSleme potvrzen{ icasti. Abychom Vém mohli zajistit Gcast, vSechny poplatky musi byt uhrazeny
na Gcet organizdtora nejpozdéji jeden den pfed kondnim konference. Platba v den zac¢dtku konference je moznd
pouze po pfedchozi dohodé v hotovosti.

CANCELLATION POLICY / STORNOVACi PODMINKY

For cancellation before April 26, 2011 we will charge you a CZK 1 000 manipulation fee + 20 % VAT. For can-
cellations after this date you will be liable for 50 % of the conference fee + 20% VAT, for cancellations within
one week before the summit, payments will be required in full + 20 % VAT. Substitutions are possible without
any additional fee.

Do 26. dubna 2011 je pfi zruSenf i¢tovan manipulacni poplatek 1 000,- K¢ + DPH 20 %. Po tomto datu je stor-
novaci poplatek 50 % konferen¢niho poplatku + DPH 20 % a jeden tyden pfed kondnim konference je to 100 %
+ DPH 20 %. Kdykoliv médte moZnost nahradit svoji icast jinou osobou bez dalsiho poplatku.
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REGISTRATION FORM / REGISTRACNiIi FORMULAR

Please complete the registration form and return via fax, e-mail or post to:
Vyplnény registracni formuldf zaSlete faxem, e-mailem nebo poStou na adresu:

DSM - data security management, TATE International, s.r.o., Hofejsi nabfezi 21, 150 00 Praha 5,
Telephone: / Telefon: +420 257 920 319-20, Fax: +420 257 313 695, e-mail: dsm@dsm.tate.cz

Alternatively you can register on-line at: / nebo vyuZijte moznosti registrace na: www.dsm.tate.cz/is2

Company / Spole¢nost Industry Sector / Oblast podnikdn{

DSM Subscriber: / Predplatitel DSM: 1 no/ne [ yes/ano Subscriber number / pfedplatitelské ¢fSlo ...........oeuuennee.

Number of Employees / Pocet zaméstnanci <25 026-50 Q51-100 Q101200 Q201-500 Q501-1000 ©>1000
ano / ne

Proforma invoice request / Pozaduji zdlohovou fakturu yes / no

[ confirm that the registration fee CZK .......ccceevveriiniineineeneinennes K¢ including VAT was paid to the bank account
of TATE International, number 574171183/0300 at CSOB a.s., Prague 1, ID: 25148125, Tax ID: CZ25148125.

Potvrzuji, Ze G¢astnicky poplatek Ve VY81 .....cccceeervieriuiriieniieniieniienieniene K¢ vcetné DPH byl poukdzdn na dcet
TATE International, ¢fslo 574171183/0300 u CSOB a.s., Praha 1, IC: 25148125, DIC: CZ25148125.

Date / DNe cooovevneeiniiieiieienceens from bank account number / z &fsla UCTU .vvuvernvemvereririeiireiee e ceieeees

Date / Datum .ee.evevevevnvennrennnennnes SIGNATUTE / POAPIS wevvietiiiietieieeieeiee ettt ettt s s s
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CONFERENCE VENUE / MISTO KONANI

The Minorite Monastery of St. James, Malé Stupartska 635/6, Praha 1
e Tram stop: Ndmésti Republiky, tram Nr. 5, 8, 14, 26

e Subway B route: Ndmeésti Republiky

Klaster minoritt sv. Jakuba, Mala Stupartska 635/6, Praha 1
e zastdvka tramvaje: Ndmésti Republiky, tramvaj ¢islo 5, 8, 14, 26
e metro trasa B: stanice Ndmésti Republiky

Loc: 50°5'18.826"N, 14°25'28.348"E

PARKING / PARKOVANI
As the monastery is located directly in a Heritage Reservation zone, the following parking spaces should be used:
The underground car parks at the Kotva and Palladium shopping centres or the Hotel Marriott.

Vzhledem k poloze kldstera, ktery se nachdzi piimo v pamdtkové rezervaci, je nutno vyuZit ndsledujicich parkovist:
Podzemni gardZe OD Kotva, OC Palladium, Hotel Marriott.

HOTEL BOOKINGS / REZERVACE UBYTOVANI

We can arrange reservations for participants from May 25th to May 26th 2011 for a special rate. Should you be
interested, please, contact Mrs. Katerina Pochova (Senator Travel), e-mail: Katerina.Pochova@senatortravel.eu,
phone number +420 267 090 545. Please quote the purpose of the stay: accommodation during the IS2 conference.

Pro dcastniky konference mtizeme rezervovat od 25. kvétna do 26. kvétna 2011 ubytovani za specidlni cenu.
V ptipadé zédjmu kontaktujte, prosim, pani Katefinu Pochovou (Senator Travel) na tel. ¢isle +420 267 090 545,
e-mail: Katerina.Pochova@senatortravel.eu. Uved'te icel — ubytovani na konferenci IS2.

HOTELS / HOTELY
Our hotels are located 5-10 mins walk from the Minorite Monastery of St. James.
Vzdalenost hoteld od KléStera minoritd sv. Jakuba je 5-10 min. pésky.

HOTEL HASTAL*** _ Hastalska 1077/16, Praha 1
single room / jednoltzkovy pokoj, double room / dvoulGzkovy pokoj 89 EUR/2 225,- K¢&
www.hotelhastalprague.com

HOTEL PAV BEST WESTERN™*** — Kiemencova 13, Praha 1
single room / jednoltiZzkovy pokoj, double room / dvoultzkovy pokoj 77 EUR/2 040,- K¢
www.hotel-pav.cz
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Klaster minoritu sv. Jakuba

Na prazském Starém Mésté, na rohu ulic Stupartské a Jakubské, se
nachdz{ staroddvny kostel svatého Jakuba, zmitiovany jizZ od dvandctého
stoleti. Chrdm i kléSter nélezi mezi nejzajimavéjsi pamétihodnosti Prahy,
kde se snoubi architektonické styly od gotiky az po vrcholné baroko.
V tomto kldstefe se konala v roce 1311 (nebo 1309) korunovaéni hostina
Jana Lucemburského a Elisky Premyslovny. Prazsky hrad byl tehdy
v sutindch a nezbyvalo nic jiného, nez pro tuto slavnost zvolit jinou
prazskou stavbu. Kolem roku 1337 se v kldStefe uskute¢nila druhd
svatebni hostina Jana Lucemburského s krdlovnou Betricii. Pozdéji zde
ptsobil i Karel IV., ktery odtud, jako markrabé moravsky, vydal svd
privilegia PraZantim. Zdroveil byl chrdm sv. Jakuba roku 1374 za jeho
ptitomnosti slavnostné posvécen arcibiskupem Janem Oc¢kem z Vlasimi.
Ve své konecné podobé nédlezel chrdm sv. Jakuba k nejvétsim prazskym
svatynim a byl mistem mnoha slavnostnich obfadl, nejenom sakrédlnich
a funerélnich (v roce 1378 zde bylo na skvostném katafalku vystaveno
télo Karla IV.), ale i jevistém velmi vyznamnych udélosti politického
i ndbozenského rdzu (napf. roku 1392 se zde konalo zaseddn{ zemského
soudu, v letech 1411 a 1414 se tu odbyvalo jedndni cirkevnich dfada se straniky Husovymi).

Dalsi zajimavosti na zdejsich prostorech jsou piekrdsnd gotickd sklepeni, kterd se jako jedind zachovala pfi velkém
pozéru v 17. stoleti. Zde byla v té dobé uschovdna také soSka Panny Marie, kterd je jinak uloZena v zasklené skiini
v kostele na hlavnim oltdfi jiz od 15. stoleti. O této so3ce se tradovalo, Ze md zdzrac¢nou moc, a proto ji lidé z celého
krdlovstvi pfindSeli velmi cenné dary a Castokrat se tak stdvalo, Ze byla socha $perky a perlami celd ovésena.

H/TILLV/IHIISSS0000 /74077007 0077777777

The Minorite Monastery of St. James

The ancient church of St. James, first mentioned in records in the
12th century, is situated in the Old Town of Prague, on the corner of
Stupartskd and Jakubské streets. Both the church and the monastery
are amongst the most interesting sights of Prague, combining a blend of
different architectural styles, starting with Gothic and culminating with
High Baroque. These historical buildings had been closed to the public
until recently, except for educational and musical activities.

In 1311 (or 1309) the coronation banquet of John of Luxembourg and
Elizabeth Premyslid took place at the monastery. Prague Castle was under-
going construction work at this time, so there was no option but to choose
another site in the city for the celebration. Around 1337 the monastery also
hosted the second wedding reception of John of Luxembourg, this time for
his marriage to Queen Beatrice. Charles IV later exercised his office as the
Margrave of Moravia whilst based here, dispensing privileges to the people
of Prague. He was also present when the church of St. James was consecra-
ted in 1374 by Archbishop Jan Ocko of VlaSim. In its current appearance,
the church of St. James was among the largest religious sites in Prague
and has been the location for many celebrations, not just for church festivals and funerals (in 1378 the body of
Charles [V was laid out here on a magnificent bier), but also for important events of a political and religious
nature (for example, in 1392 the provincial court met here and in 1411 and 1414 it was the site where church
authorities negotiated with Hussite representatives).

The splendid Gothic cellars, which were the only original part of the church not destroyed by the great fire in
the 17th century, are another place of interest. A statue of the Virgin Mary kept in a glass cabinet at the main
altar of the church since the 15th century was preserved by being taken to the cellars. The statue was said to
have had miraculous powers and people from around the kingdom would bring valuable gifts, often covering it
entirely with jewels and pearls.
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Main conference organizers / Hlavn{ potadatel konference

I "® TATE International, s.r.o., (Tﬁ to
vydavatel ¢asopisu DSM - data security management C
AN

[nternational

In co-operation with / Ve spoluprdci s

Cacio —SACA

Trustin, and value from, information systems

Czech Republic Chapter

Address / Adresa

DSM - data security management

TATE International, s.r.o.

Hofejsi ndbfezi 21

150 00 Praha 5
Gold Partner / Zlaty partner
tel.: +420 257 920 319-20
fax: +420 257 313 695
e-mail: dsm@dsm.tate.cz

/

http://www.dsm.tate.cz

Special Partners / Specidln{ partnefi

ANELCCT 2l ERNST & YOUNG m

Quality In Everything We Do
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